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1 DECLARATION OF DOUGLAS W. JONES 

2 Il, DOUGLAS W. JONES, hereby declare: 

3 1. I am an Associate Professor in the Department of Computer Science at the University of 

4 |\\Iowa. I hold a Ph.D. in Computer Science from the University of Ilinois at Urbana Champaign and have 

5 || over thirty years’ professional and academic experience in the study and teaching of computer systems. 

6 || As reflected by my curriculum vitae, which is attached to this Declaration as Exhibit A, I have extensive 

7 || experience in the study, design, review, and use of computer systems for voting in elections. [ have taught 

8 || graduate courses, lectured before academic, professional, and government conferences, and authored 

9 || published materials on this topic, notably as a contributor to the 2002 book, Secure Electronie Voting. 1 

10 |\have also testified before the United States House of Representatives Committee on Science and the 

11 ||Federal Election Commission during its review of the proposed 2002 standards for certification and 

12 ||testing of electronic voting technology. As described more fully below, I have a served on the lowa 

13 || Board of Examiners for Voting Machines and Electronic Voting Systems for ten years, during which time 

14 |)I have had occasion to review and analyze most of the direct-recording electronic (DRE) voting machine 

15 ||systems marketed in the United States. I submit the following declaration based upon ny personal 

16 || knowledge and experience reviewing the security features of DRE systems, my review of the relevant 

17 |\sections of 2003 DRE Technical Security Assessment commissioned by the Ohio Secretary of State and 

18 || prepared by Compuware Corporation, Inc. (“Ohio Report”, pages 21-80, available online at the Ohio 

19 || Secretary of State’s website: <http://www.sos.state.oh.us/sos/hava/files/compuware.pdf>), and my review 

20 ||of the December 3, 2004, recount request letter submitted by Debby Goldsberry and the subsequent 

21 ||correspondence between her and the Registrar of Alameda County. I have personal knowledge of the 

22 || statements herein and, if called upon to do so, could and would testify competently thereto. 

23 2. I have served on the lowa Board of Examiners for Voting Machines and Electronic Voting 

24 || Systems josef o04jand tcbsied of the board from Fall 1999 to early 2003. This board, appointed by the 

25 || Secretary of State, must examine and approve all voting machines before they can be offered for sale to 

26 || county govemments. To ensure that the board would comprise experts who possess a deep understanding 

27 || of computers and of robust methods for testing computerized voting systems, the Secretary of State's 

28 office asked for volunteers to serve on the board from the faculty of Iowa’s institutions of higher learning. 
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I was appointed from among the volunteers. The board meets on demand, whenever a manufacturer 

wishes to offer a new voting machine or a new modification of an existing machine for sale in the state of 

Iowa; typically, this means we meet from three to 6 times a year. 

3. Based upon my expertise in the field and my service on the Iowa State Board of 

Examiners, I was asked to testify at the U.S. Civil Rights Commission hearings in Tallahassee, Florida on 

Jan. 11, 2001. My observations regarding the vulnerabilities of DRE voting technology have been quoted 

by the New York Times, Business Week, the Fort Lauderdale Sun Sentinel, the St. Louis Post-Dispatch, 

Scientific American, the Chronicle of Higher Education and other publications, and I have been a guest on 

NPR’s Science Friday and several other radio programs. 

4. In the wake of the 2000 general election, the Iowa Secretary of State convened a state 

election reform task force to examine Iowa's laws governing recounts specifically and elections generally, 

and as chair of the Iowa Board of Examiners, I have been an active participant in this effort. As a general 

matter, it is necessary that laws governing the use of DRE voting technology take account of the 

vulnerabilities of those systems in the same manner that the law adapted to regulate the safe and secure 

use of mechanical voting machines in the past. In addition to service to the state of lowa, I have also 

consulted with the ACLU (Illinois Chapter), Miami-Dade County, and the Brennan Center for Justice on 

issues related to the recount of votes cast on DRE systems. 

5. The testing of electronic voting systems is evolving rapidly, with many states mandating 

that all systems undergo review by independent, third-party testing labs. But despite such testing, the 

Iowa Board of Examiners has uncovered numerous flaws in various DRE voting systems, both because of 

subtle differences in election laws from one state to another, and because we sometimes find areas that the 

testing lab missed or areas that are poorly covered by Federal Election Commission standards. 

6. I have been publicly critical of the 1990 Federal Election Commission standards for some 

time, and because part of the Help America Vote Act of 2001 (passed in revised form in 2002) focuses on 

the regulation of voting technology, I was asked to testify before the House Science Committee on May 

22, 2001, along with witnesses from MIT, Bryn Mawr College and the National Institute for Standards 

and Technology. As the Federal Election Commission came out with new draft standards in 2001, I 
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became heavily involved in the updating and review of those standards, leading to my testimony before 

the Federal Election Commission on April 17, 2002. 

7. It is my understanding that the Diebold Accuvote-TS system in use in Alameda, California 

was purchased, tested, and certified for use in California under the prior 1990 Federal Election 

Commission standards. In my opinion, these outdated testing standards were, and are, wholly inadequate 

to ensure that DRE voting systems are reliable and reasonably safe from fraud or system error. 

8. If a voting technology does not preserve and protect the ballots cast by voters in a tangible, 

physical format, then the only source of information about the accuracy of vote totals from a particular 

election is the design of the system itself. Secure system design falls into broad categories: a) the software 

code and hardware of the machines, which, in most United States jurisdictions, is typically reviewed by a 

regulatory body or independent laboratory responsible for testing and certifying the machines; and b) the 

capacity of the machines, and of the elections official who employ them, to generate data before, during, 

and after elections to demonstrate that the system has functioned properly. 

9. Votes stored in electronic format are inherently subject to manipulation or corruption in a 

manner that is virtually impossible to detect without special expertise, and specifically access to and 

understanding of the system design. Because of this, all vendors of DRE technology incorporate some 

form of layered security system design involving data-storage redundancy and system self-monitoring. In 

addition, virtually all DRE system designs expect that the elections officials and pall workers who use the 

technology will observe appropriate system security protocols to diminish the opportunity for hacking, 

error, or other types of data corruption. While these layered redundancy and security systems by no means 

replicate deterministic capacity for review and recounting available to systems that retain physical ballots, 

they can, if well-designed and rigorously followed, provide some measure of assurance that the DRE 

systems in question have functioned as designed. 

10. In the absence of the actual physical ballots cast by voters, a public, post-election “recount” 

of votes cast on DRE systems is nat possible, in any meaningful sense, without public review of both the 

system’s software code and hardware, coupled by a thorough review of all the data generated by the 

machines and their handlers indicating that the machines have functioned as designed, and have been kept 

inviolate, during the course of a given election. It is my understanding that California contracts with 
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independent testing laboratories to conduct the review of any given voting system’s software code and 

hardware. In my experience, such independent testing procedures do not adequately prevent 

vulnerabilities and errors in system design. It is also my understanding, however, that the lawsuit in aid of 

which I submit this declaration does not presently involve a challenge to the adequacy of California’s 

independent testing procedures. Instead, the action challenges the denial of access to other election 

materials that are also relevant to a recount of elections run on DRE systems. Because there is no 

physical ballot preserved by the DRE system employed in Alameda County, the public must rely on 

circumstantial evidence that votes have been properly counted in any given election. Such circumstantial 

evidence must include all the data generated by the machines and their handlers indicating that the 

machines have functioned as designed, and have been kept inviolate, during the course of a given election, 

along with sufficient information about the software code and hardware to make this data meaningful. 

Sources of such evidence include the design of the system, all copies of cast-vote data stored on the 

system, all copies of the self-audit records generated by the system, and the security logs generated by the 

persons who operate the system. 

11. The DRE system used in Alameda County does not preserve the actual ballot viewed and 

cast by the voters at the polls; instead, it is designed to transmute the voters’ preferences into binary, 

electronic code, and to store that electronic cast-vote data in two separate data files on cach machine. This 

data can, in theory, later be accurately re-constituted and re-arranged as a facsimile of the ballot viewed by 

voters, The only assurance that such facsimiles, or the summary data that can be aggregated from 

individual cast-vote data files, is accurate or reliable comes from the soundness of the system hardware 

and software, and from the various types of data, generated by the machines themselves and by the 

elections officials and poll workers who use them, which together reflect that the system has functioned 

properly and has been kept secure. There is no way to assess the accuracy of electronically stored votes 

without such information. 

12. It is my understanding that California does not require that DRE systems operate on open 

source code platforms. It is also my understanding that California does not require that vendors of DRE 

voting systems allow public review of their system hardware. Software code and hardware review are 

performed by the Secretary of State’s Office in conjunction with an independent testing laboratory. 
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Because the “platform” and basic design of DRE systems are kept secret in California, the only 

information available to voters to support post-election review of the accuracy and integrity of 

electronically-stored data is thus the data generated by the system and its users to monitor proper function 

of the machines and to prevent unauthorized access. 

13. The Diebold Accuvote-TS DRE system used in Alameda County is designed to create 

“audit logs” of all events related to the function of machines during the course of elections. “Audit logs” 

purport to record all human interaction or intervention with the machine as well as other system events 

such as power loss and the opening and closing of polls. The capacity to generate audit logs is a major 

design element of the Diebold system to provide information relevant to post-election assessment of the 

accuracy and integrity of electronically stored vote data. 

14. The Diebold Accuvote-TS DRE system used in Alameda County is designed to record 

identical copies of cast-vote data on memory resident in each voting machine and on a removable 

PCMCIA card that is removed from each machine at the close of polls and transported to a central or 

intermediate vote tabulation facility for uploading onto a vote tabulation server. This so-called “redundant 

memory” is required by the FEC/NASED 1990 voting system standards and a major design element of the 

Diebold system meant to provide information relevant to post-election assessment of the accuracy and 

integrity of electronically stored vote data. It is my understanding that Alameda County uses two methods 

for uploading data from the PCMCIA cards to the central server: 1) by direct upload at the central facility; 

and 2) via an Intranet link from remote, intermediate vote tabulation centers around the county. 

15. The Diebold Accuvote-TS DRE system used in Alameda County is designed to run “logic 

and accuracy” self-tests before and after elections in order to demonstrate that the software and hardware 

are in proper condition. Records of these “logic and accuracy” tests are a major design element of the 

Diebold system to provide additional information relevant to post-election assessment of the accuracy and 

integrity of electronically stored vote data. While it is my opinion that these vendor-desianedtests do not 

and can not effectively detect or prevent all malicious code within a DRE system, I nonetheless believe 

that these tests can detect some problems and therefore, that the results from these tests are information 

relevant to post-election assessment of the accuracy and integrity of electronically stored vote data. 

16, Based upon my work on the Iowa Board of Board of Examiners for Voting Machines and 
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Electronic Voting Systems, my review of publicly available information from Diebold, Inc. regarding the 

operation of their Accuvote-TS system, and upon my review of the relevant sections of the Ohio Report, I 

believe that another major component of the security design for the proper use of the Diebold system are 

protocols for keeping all system components safe from unauthorized access. The proper functioning of 

certain hardware and software security design elements are partially predicated on the observance of such 

secunty protocols. For instance, elections officials should employ some form of numbered, plastic seal 

when locking the Diebold machines before and after elections, and should maintain a record of those 

numbered seals along with the names of the persons who applied and/or broke those seals at appropnate 

times. In my understanding, the primary, time-honored method for enabling the post-election assessment 

of the integrity of electronically stored data is the maintenance of such “chain-of-custody” and system 

access records by the elections officials who use the Diebold machines. 

17. It is also my understanding that California law provides any voter the nght to request a 

“recount” of votes in any given contest and to request in cg aeoijon with that recount a review of all 

ballots and “‘any other relevant election material”. I agree with MP California Secretary of State beret 

that DRE machines do not presently provide for a meaningful recount of votes cast in an election in the 

absence of a paper ballot verified by the voter at the time he or she casts her ballot. Specifically, the DRE 

system used in Alameda County fails to provide a meaningful recount because it does not preserve any 

ballot viewed and cast by a voter. Even in the absence of ballots, however, Califomia law allows voters to 

review “‘any other relevant election material.” Accordingly, even if a voter is denied a meaningful 

recount, it appears that he or she may nonetheless request in connection with that recount review of other 

relevant election materials that may assist him or her in the post-election assessment of the accuracy and 

integrity of elsctzontvally stored vote data. Because DRE systems like the one used in Alameda County 

do not preserve the actual ballots viewed and cast by voters for a recount, it is absolutely necessary for 

elections officials to provide access to other relevant election materials in order to provide some form of 

post-election assessment of the accuracy and integrity of electronically stored vote data. 

18. I have reviewed the recount request letter submitted by Debby Goldsberry on December 3, 

2004, in connection with the November 2, 2004, election, as well as the subsequent correspondence 

between her and the Alameda County Registrar. In that correspondence, Ms. Goldsberry requested review 
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of the type of information I have discussed in the preceding paragraphs, i.e. audit logs, redundant data, 

logic and accuracy test results, and ‘“‘chain-of-custody” information for all system components. The 

information requested in her recount request letter is not only relevant but absolutely essential to any 

meaningful post-election assessment of the accuracy and integrity of electronically stored vote data on the 

Diebold DRE system used in Alameda County. 

i, The 2003 DRE Technical Security Assessment commissioned by the Ohio Secretary of 

State and prepared by Compuware Corporation, Inc., in the relevant portions addressing the Diebold 

Accuvote-TS DRE system, identifies a number of security vulnerabilities that render examination of the 

information requested by Ms. Goldsberry even more critical jo the post-election assessment of the 
RS vf 2003, 

accuracy and integrity of electronically stored vote data. For tans hv access to the machines 
ww 2 

ran Be gained by unauthorized persons who are aware that ‘1111 1 1g ihe standard PIN issued nationwide 
wd 

by Diebold; further, the key to the DES encryption scheme used for cast-vote data ts hard-coded into the 

system, allowing unauthorized persons to decrypt and alter votes transported on the removable PCMCIA 

cards, Most cmitically, the Ohio Report repeatedly criticizes the vulnerability of ballot definition files and 

cast-vote records any time the system is connected to an unsecured intranet or internet. It is my 

understanding that Alameda County elections officials do upload cast vote data through an intranet 

‘system. Accordingly, it is critical that election officials limit access to the machines, and to the county 

intranet, only to authorized personnel and record such access through “chain-of-custody’ and system 

access records. 

| 20. The Ohio Report puts strong emphasis on the Diebold system’s capacity to generate and 

maintain records of logic and accuracy testing. Such tests do ensure that main processor and 

programmable memory of each DRE machine functions appropriately before and after elections. They are, 

accordingly, not only relevant but critical to any meaningful post-election assessment of the accuracy and 

integnty of electronically stored vote data. 

21. On a similar vein, the Ohio Report presumes that the Diebold system would be used as 

designed to produce “zero tape”’ printouts before the opening of polls and “precinct tally printouts” at the 

close of polls. Such print-outs provide a critical basis for checking that no unauthorized votes have been 

added to machine memory either before polls are open or before the final central tally has been generated. 

4 

  

DECLARATION OF DOUGLAS W. JONES      



Apr 

mn
 

Be
 

Ww
W 

WY
 

oO
o 

c
o
 

mn 
WD 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

24 

25 

26 

27 

28 

29 2005 17:23 STRUMUWASSER & WOOCHER LLP (310)319-0156 

It is essential that “precinct tally printouts” be generated at each polling place upon the close of polls to 

provide a point of comparison against the vote tallies that are ultimately generated from the central tally 

facility. The opportunities for electronically stored vote data to be corrupted increase markedly when that 

data is transported, uploaded, or otherwise accessed. Accordingly, the printing of zero tape printouts, and 

precinct tally printouts are not only relevant but critical to any meaningful post-election assessment of the 

accuracy and integrity of electronically stored vote data. 

22. The Diebold system relies upon an over-the-counter GEMS program, using MS Access, for 

the ballot definitions and vote tallying. As noted in the Ohio Report, a unauthorized hacker could easily 

enter the MS Access database to modify data from an election. As documented in the Ohio Report, one 

can gain such access to the cast vote data without any special password. This potential vulnerability of the 

data underscores the relevance of “chain-of-custody” and system access records for the purpose of 

meaningful post-election assessment of the accuracy and integrity of electronically stored vote data. 

22. The Ohio Report also confirms the importance of audit logs, redundant data, logic and 

accuracy test results, and the zero tape/precinct tally printouts as part of the overall layered strategy for: 

assuring the accuracy and integrity of electronically stored vote data on the Diebold DRE system. It is 

also apparent that such security and verification tools rely in large part on the observance of adequate 

custody and access protocols by elections officials and poll-workers. Accordingly, to form a meaningful 

opinion about whether a given election run on the Diebold system used in Alameda County has been 

tainted by fraud or error, a person requesting a recount must have access not only to the verification tools 

generated by the Diebold system itself, but also must be allowed to review “chain-of-custody” and system 

access records maintained by the elections officials. In my opinion, such materials are not only relevant 

but essential to meaningful post-election assessment of the accuracy and integrity of electronically stored 

vote data. Without review of such materials, and without the actual ballots cast by voters, neither a 

recount nor any meaningful post-election assessment of the accuracy of election data may be had with 

respect to the Diebold DRE system used in Alameda County. 
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recount nor any meaningful post-election assessment of the accuracy of election data may be had with 

respect to the Diebold DRE system used in Alameda County. 

I declare under penalty of perjury under the laws of the State of California that the foregoing is true 

City tL, . 

Executed this S day of / day. , 2005, ow , lowa. 

C—O 

6 glas W. Jones 

and correct. 
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